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I'm now assuming that you read my previous post

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/2014/09/03/creating-self-signed-

certificates-with-makecert-exe-for-development/) about how to create self signed certificates for development
and it might've left you thinking “Yay great! ...But how do | actually use them?”. This blog post will take you step
by step through the manual process of configuring IIS on your PC or Windows Server to use your self signed

certificates together with |IS client certificate mapping authentication.

Please note that | in my examples | use my localhost hosting and a random domain name but you can do this on
your real server’s |IS if you have a static IP address from your internet service provider or your domain hosting
company as well as configured your firewall, router etc. correctly where finally you can point your domain name

to your that address. BUT | won't recommend either together with self signed certificates unless your

clients/users are willing to receive and install your self-signed root and client certificate. A good example of this
is in a closed intranet where you have access to all the end-user’s computers because then you can install

the certificates on their machines, which is necessary if you dont want your users to get a big fat warning about
trust issues with your self signed server certificate. If you are looking for a commercial production-worthy
solution you should purchase your certificates instead of self signing. So now we have that out of the way I'm
using a PC with Windows 8.1 Pro, IS 8.5 and Visual Studio Premium 2013. (I've also tested with a Windows
Server 2012 R2 HyperV VM on my PC).

Installing IS
If you haven't already installed IS on the machine that will act as the hosting server, please do so by pressing

the Windows button for a PC and search “Turn Windows features on or off” (or go to Control Panel and search).
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Check Internet Information Services and the following childnodes.
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Turn Windows features on or off
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Basic Authentication
Centralized SSL Certificate Support

To turn a feature on, select its check box. To turn a feature off, clear
its check box. A filled box means that only part of the feature is

Client Certificate Mapping Authentication

Digest Authentication

IIS Client Certificate Mapping Authentication

IP Security

Request Filtering

URL Authorization
Windows Authentication
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ASPNET 3.5)

For Windows Server 2012 go to the Server Manager Dashboard =* Click add roles and features =» Choose

role-based or feature-based installation and go next = Select the server = Enable the server role called Web

Server (IIS) and following child elements
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Also make sure Application Development is checked with the following childnodes

Select server roles

Before You Begin

Installation Type

Server Selection

Select one or more roles to install on the selected server.

Roles

4 [H] Web Server (IIS) (8 of 43 installed)
4 [H] Web Server (7 of 34 installed)
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Description
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hosting Web applications. Use these
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client requests.

[®] Common HTTP Features (4 of 6 installed)
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Click OK and let Windows install.

Creating our sample project

For the sake of this demo we'll create a really simple mini application that we will be hosting in the local IIS. (You
can also just fork mine
(https://web.archive.org/web/20210123212834/https://github.com/LadyLizzy/[ISWithCertificatesSample)
directly at Github)

In Visual Studio, create a new empty web application and reference web api

Select a template:

An empty project template for creating ASP.NET
applications. This template does not have any content in
it.

c* cu (34
&1 &1 &l
Web Forms MVC Web API

ey
e
Single Page  Azure Mobile
Application Service

Learn more

Change Authentication

Authentication: No Authentication

25 Microsoft Azure

@ [] Hest in the cloud

Add folders and core references for:

[]Web Forms [ ] MVC Web API

[ Add unit tests

Test project name: | lISWithCertificatesSample.Tests
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Projectjpg)

We'll just need a reeeeadally simple controller:

using System.Web.Http;
namespace IISWithCertificatesSample.WebApi.Controllers
{
public class CatsController : ApiController
{
public IHttpActionResult Get()
{
return Ok("A lot of cats meowing for food");
}
X
}

You should now be able to run both routes (F5) and surf to the localhost url with /api/cats (mine looks like

http://localhost:62172/api/cats). Awesome, lets host this application using our local IIS.

NOTE: We will no longer be running the application directly from Visual Studio (F5) which is set to use IIS

Express.

Configuring IS

Open your lIS Manager (Windows button + search for it). Add a new website and application pool with our
sample application. (Right-click Sites = Add Website) The path needs to be the folder where your web site
documents are located, so if you have published your website point the path there. I'm just going to use the

direct path to the project in Visual Studio for this very simple example.

Now let’s locally host this site by specifying the host name AKA. your domain name.

Site name;
|ISWithCertificatesSample

Content Directory

Physical path:
| D¥\Elizabeth\Documents\Visual Studio 2013\ ProjectshlISy) |

Pass-through authentication
Connectas.. | | TestSettings...
Binding
Type: IP address:
| http v oAl Unassigned

Haost name:

iyaurdomain.coml

E———
Example: www.contoso.com or marketing.contoso.com

[#] Start Website immediately
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yourdomain.com_jpg)

Since I'm just hosting locally | need to add the site to my local hosts file in order to bind my localhost IP address

with the host name. This is done by running notepad as administrator and opening the hosts file in the

path: %systemroot%\System32\drivers\etc

€ = T | <« Windows » System32 » drivers » etc v &  Search etc B
Organize - New folder = - [ (7]
-
. Favorites Name Date modified Type Size
30-01-2015 17:06 File 1KB
4@ OneDrive . ;
Imhosts.sam 22-08-2013 17:35 SAM File 4 KB
networks 22-08-2013 15:25 File 1 KB
ad Homegroup
protocol 22-08-2013 15:25 File 2KB
W& This PC services 22-08-2013 15:25 File 18 KB
@ Network
File name: hosts b ¥
Encoding: ANSI o Open ‘ Cancel

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/hosts-

fileljpg)

Adding the following at the end: 127.0.0.1 yourdomain.com www.yourdomain.com

File Edit Format View Help
Copyright (c) 1993-2009 Microsoft Corp.

This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

#

#

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least one
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#
#
#
#
i

For example:

102.54.94.97
38.25.63.10

# source server
# x client host

rhino.acme.com
X.acme.com

# localhost name resolution is handled within DNS itself.
# 127.0.0.1 localhost
# i | localhost

127.0.8.1 yourdomain.com www.yourdomain.con

—

|
(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/8-hosts-

filejpg)

Now whenever | surf to yourdomain.com and www.yourdomain.com on my machine it will resolve the site with

my newly added bindings to the 127.0.0.1 IP address (which is localhost's IP).
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Let's add the www. binding to your site in the IIS Manager as well

€ » ELZABETH-PC » Sites » lISWithCertificatesSample » |8 e 5@ -

0

File View Help

@ lISWithCertificatesSample Home

%3 ELIZABETH-PC (ELIZABETH-PCIEI

= Filter: - Go = \gs Show All G by:
- |2 Application Pools e i nishoy iy )
4 -[a] Sites ASPINET A A
|+ €D USWithCertificatesSample e LB ( (=i
=a & & ¢ I
{NET {NET NET Error NET MET Profile
Authorizat.. Compilation Pages Globalization

1 Q' = .
& é’,} = [E [
JMET Roles  NET Trust  MET Users  Application Connection

Levels Settings Strings [

;E? T—; .‘EZ; % @ = ;r‘::wse Website

Machine Key Pagessnd Providers  Session State SMTP E-mail
Controls

domain:com on

PN Advanced Settings...

s
!\é“ \él ® @ ic.)nﬁgure

Authentic... Compression  Default Directory  Error Pages
Document  Browsing

= 5| [E Features View |2 Content View

Ready 8
=

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/9-IIS-

bindings.jpg)

Type Host Name Port IP Address Binding Informa...

http yourdomain.com 80 *

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/10-add-

http-binding.jpg)

Type: IP address: Port:
.http v |All Unassigned v| |80
Host name:

www.yourdemain,com|

SR
Example: www.contoso.com or marketing.contoso.com

oK | Cancel
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domain-with-www.jpg)

Type Haost Name Port IP Address Binding Information Add...
http yourdomain.com 80 * e
http www.yourdomain.com 80 o s
Remowve
| Browse
£ >
| Close

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/12-

both-http-added jpg)

Surf to the domain name you set up in the bindings with or without www. and add the ending /api/cats and you

should get the meowing cats. (If not try emptying the cache)

IMPORTANT: This is ONLY going to happen on the local machine because we altered the hosts file to redirect
our requests of the domain name we added to the localhost IP address. It is meant for development and to be

able to test your changes before deploying them to your real web hosting server.

Securing the server with SSL
Now we want to secure the cats by adding a SSL certificate to our Server.

In your IS Manager go to your server (The top of the tree to the left) = Scroll down and double-click Server

Certificates.
€] |95 EuzageTHPC » [ el B @~
A~ = ;
File View Help
s )
@) ELIZABETH-PC Home
- E
4= EL[ZABETH-PC (ELIZABETH-PC\EI 8
L} d { L Filter: - W Go - [ghShow Al | Group by: =
EEE g el e i3 =
46 Sites 13 x
- & ISWithCertificatesSample = ~
B 4 e ry
Authentic., Compression  Default Directory  Error Pages
Document  Browsing
A € 85 ¢ 8
Handler HTTP ISAPland  ISAPI Filters  Logging
Mappings Respon..  CGl Restri..,
g
i s 3 =
moda e & L
MIME Types  Modules Output Request Server
Caching Filtering Certificates
@ty
Worker
Processes
Management ~ v
3 s | [ Festres Ve |- CotentView
Ready €,

(https://web.archive.org/web/20210123212834/ http://blog.jayway.com/wp-content/uploads/2014/10/13-IS-

Server.jpg)

(If your self signed certificate is already here, jump ahead to the bindings steps)
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We need to import our self signed server certificate in order to enable https communication with SSL, so click

Import...
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Click the ... and find your .pfx file, fill out the password (the -po parameter in your command batch file) and click
OK

Certificate file (.pfx):

:-D:\Eliza beth'\Documents\ Certificates\Jayway Blog Pos-i

Password:
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Allow this certificate to be exported
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Your certificate is now added
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Double-click the newly added cert to verify that it is trusted (Your self signed certificates were added to the
correct stores in my previous post

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/2014/09/03/creating-self-signed-

certificates-with-makecert-exe-for-development/), so again: read it if you are lost right now ;-))

| General | petais | Certification Path |

L a Certificate Information

This certificate is intended for the following purpose(s):
* Ensures the identity of a remote computer

Issued to: yourdomain.com

Isswed by: CARoot

Valid from 01/01/2014 to 01/01/2016

|Install Certificate. .. Issuer Statement

o |
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So far, so good! Now we can add the https binding, the same way as before but choose https with port 443, your

domain as the host name and find your self signed certificate in the drop down list
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Type: IP address: Port:
| https v Al Unassigned v |43

Host name:

yourdomain.com

Require Server Name Indication

SSL certificate:

i)_rourd omain.corm ¥ Select.., View...

H
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Check the Server Name Indication box which enables our server to have multiple certificates installed on the
same IP address by sending the hostname with the first stage of the SSL handshake. Repeat the same steps to
add SSL for www.yourdomain.com but with a certificate where the CN name matches the domain name or a

wildcard certificate

Type: IP address:
| https v | |All Unassigned

Host name:

| www.yourdomain.com

Require Server Mame Indication

S5L certificate:
: *yourdomain.com

D R S

oK Cancel
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Our bindings are complete for now

Host Name IP Address Binding Informa...

yourdomain.com *

wwwyourdomain.com %

*

yourdomain.com

www.yourdomain.com b
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Tadaa, you can now use https://yourdomain.com/api/cats and https://www.yourdomain.com/api/cats
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NOTE: Firefox doesn’t use the Windows certificate store, so you will have to add your root CA manually. Go to

Firefox Settings = Options = Advanced = View Certificates =» Authorities = import your CARoot.cer file

IIS Client Certificate Mapping Authentication
We have now been through the uses of the root and server certificates and you are probably wondering what to

do with the client certificate we also created in my previous post

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/2014/09/03/creating-self-signed-

certificates-with-makecert-exe-for-development/). This is for situations when we for example need to

authenticate clients without a user login and password approach but rather want the server to ask the client to
show it's certificate and if it's the correct one the client is allowed in. This can be done with a Many-To-One or a

One-To-One mapping and | will show you how to do both manually in the IIS Manager.

First we need to install the feature, so bring up the “Turn Windows features on or off” again and install the

following

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its check
box. A filled box means that only part of the feature is turned on.

= E | Internet Information Services
" |} FETP Server
m| Web Management Tools
= [m]| World Wide Web Services
i+ [m| | Application Development Features
[+ [m]] Common HTTP Features
& [m] | Health and Diagnostics

[+ [m]| Performance Features

= [m] ). Security
Basic Authentication
Centralized SSL Certificate Support
Client Certificate Mapping Authentication
Digest Authentication

)

IP Security
Request Filtering
URL Authorization
Windows Authentication
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WEe'll tell our server to require a SSL certificate from the client
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Then we need to configure the server to know which client certificate it needs to validate, so go to the
Configuration Editor and choose the iisClientCertificateMappingAuthentication section (you can also enter
the path system.webServer/security/authentication/iisClientCertificateMappingAuthentication into the
Section field)
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Many-To-One Mappings

If you want to map multiple client certificate to a single user this approach is what you need. You can also share
client certificates like this by installing the client certificate (and the CA Root, since we are self-signing
certificate) on other users on whichever machine to gain access as long as the client certificate matches the rule
criterias of the mapping. It would for example be useful in a situation where you would want all users in an

organization to gain access through a single user mapping.

Enable the client certificate mapping authentication
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To add a mapping click the ... of the manyToOneMappings 34/https://blog.jayway.com/author/mattiasa
sk/)(8)
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Fill out the properties for a mapping and repeat for each user you want to configure for access or denial. (https://web.archive.org/web/202101232128
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Items:

name description enabled permissionMode  userMame password  Entry Path

Allo... Theclien.. True Allow ValidWi... e

description

The clients mapped to this User are allowed in.|
enabled True
name # Allowed Users
password CITTTITTY
permissionMode Allow
rules (Count=0])
userMame ValidWindowsUsername
userName
Data Type:string

Validation: Non-empty String

@ Heip

Online Help

Collection =]
Add
Clear All

Item Properties =

]
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IMPORTANT: In order for this to work you need to enter a valid username and password and since my

computer is the server, the credentials will be my Windows username and password.

Now we need to create some rules to go with this mapping so the server can determine if a client is allowed in

or not. It's a so click on the rules property and the ... button

name description enabled permissionMode userMame password  Entry Path

Allo... Theclien... True Allow ValidWi..,, e

The clients mapped to this User are allowed in.|
enabled True

name ¢ Allowed Users

password

description

permissionMode Allow

~ (I (o=

userMame ValidWindowsUsername

Collection
Add

Clear All

Item Properties

Lock ltem
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| will add one rule as an example where the server will check the client certificate to see if it's signed by the

correct CA root. Go ahead and add more rules for more safety, please visit the [IS Many-To-One Mapping

(https://web.archive.org/web/20210123212834/http://www.iis.net/configreference/system.webserver/security/

authentication/iisclientcertificatemappingauthentication/manytoonemappings) reference for more

documentation.

certificateField certificateSubField matchCriteria  compareCaseSensitive  Entry Path Collection

Issuer CN CARoot True

Add

Clear All

Item Properties

Online Help

certificateField
certificateSubField
compareCasebensitive

matchCriteria

matchCriteria
Data Type:string
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Remember to apply the changes in the IIS Manager, so close the rules and mappings windows and click Apply

{€) =) | @ » ELZABETH-PC » Sites » IISWithCertificstesSample

File View Help

o 0 Configuration Editor ( 2
=] 5
493 ELIZABETH-PC (ELIZABETH-PCE| | Section: system.webServer/security v From: ApplicationHost.config <I + e
i (2} Application Pools F Ganerate Script
458 Sikes 4 Deepest Path: MACHINE/WEBROOT/APPHOST/IISWithCertificatesSample pinivi i
1+ 4B 1ISWithCertificatesSample defaultLogenDomain Configuration
enabled True Search Configueation,..
legonhethod ClearText

manyToOneCertificateMappingsEnabled  True

Unloc

manyToOneMappings (Count=1) i Y
aneToOneCertificateMappingsEnabled True ‘manyToOneMappings® =
anETo NPT (Count=0) Element =
Edit [terns
@ Help
manyToOneMappings

< 5| =] Features View |\Z Content View

Configuration: ApplicationHost.config <location path="l1SWithCertificatesSample’ /> Gi 2

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/32-

apply-changes.jpg)

Open a new incognito browser window to make sure to start from a clean slate cache and cookie-wise and
enter your url with the fapi/cats and see the browser prompting you for a certificate. Choose the ClientCert and

click ok to gain access to the cats.
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If this is not working make sure that your client certificate is in your CurrentUser/Personal store as well as in your Steve Widinghoff

browser’s certificate store. If yes, then go to Control Panel = Internet Options = Content and click Clear SSL (https://web.archive.org/web/202101232128
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General | Security | Privacy Content jiConnections_ Programs | Advanced

Family Safety -

| Control the Internet content that can @ Family Safety
be viewed. '

Certificates

fR-

Use certificates for encrypted connections and identification.

Clear SSL state Certificates Publishers

lete S

— ‘“1 AutoComplete stores previous entries Settings
% on webpages and suggests matches for
you.

Feeds and Web Slices

‘ g | Feeds and Web Slices provide updated
% content from websites that can be read
in Internet Explorer and other

programs,

Cancel
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Open a new incognito windows and try again, your browser should now prompt you for the client certificate.

NOTE: Remember as | explained earlier on, Firefox has it's own certificate store so you need to import the client

certificate into “Your Certificates” in order to use this.

One-To-One Mappings
Let’s walk through the one-to-one mappings as well. This approach means that we need an individual client

certificate for each user mapping. You can either disable the many-to-one mapping and use the same
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certificate and user or create new ones. Go back to the Configuration Editor and open the

iisClientCertificateMappingAuthentication section again. Click the ... of the oneToOneMappings.

’@ &y 0 » ELIZABETH-PC » Sites » [lISWithCertificatesSample »

File  View Help

: @ Configuration Editor
Lz}

493 ELIZABETH-PC (ELIZABETH-PCAE | Section: system.webServer/security ~ From: ApplicationHost.config <| -

‘@ The changes have been |
. asteehibchiel,
) Application Pocls =

2 Sites 4 Deepest Path: MACHINE/WEBROOT/APPHOST/IISWithCertificatesSample Artionts;
€9 ISWithCertificatesSample defaultlogenDemain i
enabled True
logonMethod ClearText
manyToOneCertificateMappingsEnabled  True
manyToOneMappings (Count=1]
oneToOneCertificateMappingsEnabled True
. oneloOneMappings (Count=0])
Unlock Section
‘oneTolneMappings’
Element
Edit [terns
@ Hele
oneToOneMappings

< b

Configuration: ApplicationHost.config <location path="lISWithCertificatesSample’ />
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enable-one-to-one-mappings.jpg)

To add the mapping to the certificate we need to export the public key of the client certificate file. You can
export this from your Machine Management Console (press the Windows button and search for mmc) Snap-in
the Local Machine’s Certificate’s personal store and export the client ssl certificate you want to use without the

private key in the base64 format.

& File Action View Favorites Window Help - &l
> ; = \
o 2nf F0IXEE HE
_ Console Root || lssued To ’ lssued By Expiration Date  Intended Purposes || Actions
a gl Cu:mm; Current User ; o Plient Authenpestion| Rt oy oy
= Hf::.nmu ElElzabeth Elizabeth 2 Incrypting File Syst | pawoe s »
= »
] Trusted Root Certification Au| Ll Gech oy
| Enterprise Trust Cut Request Certificate with New Key... 2
Injermegists Genfication il Copy Renew Certificate with New Key...
~| Active Directory User Object Delete
| Trusted Publishers < Advanced Operations v
| Untrusted Certificates Properties Tt
Third-Party Root Certificatio|
| Trusted People Help
| Client Authentication Issuers
| Smart Card Trusted Roots
< > ||« > |
Export a certificate




(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/Export-
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Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to expaort the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Yes, export the private key

(®) No, do not export the private key

Mote: The assodated private key is marked as not exportable. Only the certificate
can be exported,

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-

content/uploads/2014/10/Withoug-private-key.jpg)

Export File Format
Certificates can be exported in & variety of file formats.

Select the format you want to use:

(") DER encoded binary . 509 {.CER}

(®)Base-64 encoded ¥, 509 (.CER):

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7B)

Include all certificates in the certification path if possible
#Personal Information Exchange - PKCS %12 {(PFX)

Include all certificates in the certification path if possible

Delete the private key if the export is successful

Export all extended properties

Microsoft Serialized Certificate Store {.55T)

et (Ean céi

(https://web.archive.org/web/20210123212834/http://blog,jayway.com/wp-

content/uploads/2014/10/baseb4-export.jpg)




Right-click the newly exported certificate and open with notepad. Remove all the line-breaks in the certificate

itself.

Eile Edit Format View Help

————— BEGIN CERTIFICATE-----

ITECZCCAVOgAWIBARIQ/@K7xsoRcLOF jwzzTijyGD
kiGOwBBANAFAAOCAQEATrTkBUIQRtYWK cydLFSBR

————— END CERTIFICATE-----

-
w

(https://web.archive.org/web/20210123212834/ http://blog.jayway.com/wp-

content/uploads/2014/10/Remove-linebreaks.jog)

Now copy that into the certificate property field of the mapping and fill out the rest

enabled userName password certificate Entry Path IColectioll =
True ValidWi.. ===  MIECzCCAvOgAwIBAgIQ/0KTxsoRcL... |

ear All

| Item Properties =]

K Remove
@ Hep
Online Help
< >
certificate ¢+ MIECzCCAvOgAwIBAgIQ/0KT xsoRcL9FjwzzTijyGDy
enabled True
password ssssssss
userName ValidWindowsUsername
userName
Data Type:string

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/wp-content/uploads/2014/10/38-
add-user-mappingljpg)

IMPORTANT: In order for this to work you need to enter a valid username and password and since my

computer is the server, the credentials will be a Windows username and password.



Again, remember to apply the changes.

f@‘ (=) | @ » ELIZABETH-PC + Sites » lISWithCertificatesSample »

File  View Help

q Configuration Editor
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&9 ISWithCertificatesSample defaultLogenDemain Configuration
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logontethod ClearText
manyToOneCertificateMappingsEnabled  True

Section
manyToOneMappings (Count=1) Bl
oneToOneCertificateMappingsEnabled  True ‘oneToOneMappings®
oneToOneMappings (Count=1) Hement

Edit tems

@ rHep

< 5 [=] Features View

Configuration: ApplicationHost.config <location path="lISWithCertificatesSample’ />
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apply-changes.jpg)

And there you go, try it out and when prompted choose the certificate you mapped to the user you just

mapped.

I hope you found this post useful and for my next post | will be going through how to use self signed certificates
together with Windows Azure and how to configure the IS by C# code, take a look at it here:

http://blog.jayway.com/2015/04/21/configure-a-windows-azure-cloud-service-to-use-your-self-signed-

certificates-for-iis-client-certificate-mapping-authentication/

(https://web.archive.org/web/20210123212834/http://blog.jayway.com/2015/04/21/configure-a-windows-

azure-cloud-service-to-use-your-self-signed-certificates-for-iis-client-certificate-mapping-authentication/)

Have a good one =)
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